This paper proposes an improved watermarking algorithm based on DCT (Discrete Cosine Transform). We carried out the algorithm as described as follows. First, we extended both rows and ranks of the watermark by using the proposed method before the embedding stage. After expansion, Sine chaotic system is employed in encrypting the watermark. In the embedding stage, an effective and adaptive embedding method is proposed to embed the watermark into the blocked DCT coefficients. Experimental results demonstrate that the proposed algorithm in this paper works well in resisting both geometry attack and noise attack. It also does well in recovering the watermark after stego image suffered from JPEG compression.
Introduction
In recent years, with the application and popularization of computer network, there has been a growing concern on the security of digital media information. Extensive research has been done in watermarking since it was first officially proposed by Tirkel in 1993 [1] . The main reason is that it improves the security of secret information greatly by hiding its existence on the basis of the conventional encryption technology. In this way, it is hard for hackers to distinguish secret information from that which is not.
Various watermarking methods have been proposed. According to the watermark embedding domain, we can divide them into two main categories: embedding information in spatial domain and embedding information in transformative domain such as DFT(Discrete 
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Sine chaotic system
Its equation is as follows:
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.9 0   , the system enters the chaotic stage. Experimental data show that its sequence has a good performance in image encryption because of the system's perfect capability (sensitive dependence on initial conditions).
DCT
DCT is an abbreviation for discrete cosines transform, which is widely applied among the various image processing operations. Its rationale is: with the symmetry of Fourier transform, we adopt image border folding operation to change the image into an even function (cosines). Then apply two-dimensional Fourier transforms to the obtained image. Results from the previous operations will then include cosine items only [2, 5] .
One-dimensional discrete cosine transform ( DCT ) and its inverse transform ( IDCT ) will be shown as follows:
Two-dimensional discrete cosine transform ( DCT ) and its inverse transform ( IDCT ) are shown as follows:
In this paper, we adopt DCT2 since it is more suitable for our purpose.
Algorithm proposed in this paper
Flowcharts in Figure 1 represent the main process of the proposed scheme; host image I is the image we use to carry the secret watermark. Stego image II is the image we get after the embedding process. Stego image II can be transmitted through Internet because it is hard for hackers to recognize whether the image carries extra information or not. It is especially useful in confidential conditions. 1-2 show its extracting process (i-preprocess refers to the inverse process of the host image I ).
Embedding process
The embedding process is divided in two stages: the preprocessing stage and the watermark embedding stage. The preprocessing stage includes two steps: the expansion step and the scrambling step. The first step consists of extending the watermark to a size four times larger than the initial mark in order to improve the algorithm's robustness. The chaotic sequence generated by the Sine equation is applied in the scrambling step. The watermark we choose here is a 32 * 32
binary image while the host image is a 8 * 256 * 256 gray scale one. Details are listed next.
(1) Expansion of the initial watermark. Use the following formula to extend the watermark:
A is the initial watermark, m and n are the dimensions of the rows and ranks of A ,
A is a 32*32 binary image while A' after the above operations is a 64*64 binary image. flowchart of the embedding process 1-2 flowchart of the extracting process (2) Scrambling stage. With two different initial values we can obtain two chaotic sequences using Sine equation, which are set to X1 and X2 respectively. Choose X1's 1001th~1064th and X2's 801th~864th numbers to create two new sequences, which we set to x1 and x2 . With the sort function in MATLAB we can get two sorted index number sequences y1 and y2 .Then exchange the pixel's position in A' according to the following formula:
, ( ' (7) t is an intermediate variable, A* is watermark after the scrambling stage;
we can perform scrambling operations several times in order to enhance its robustness. The initial value chosen for the Sine equation and times of the scrambling operations done can be kept as secret key for the extracting process.
The above steps finish the watermark's preprocessing. Here we choose ) 6 . 2 , 9 . 1 ( as secret key. The first and second parameters are the two initial values for the Sine equation, the last one is the iterated times of the scrambling operations.
(3) Perform the DCT2 operation in the host image. When the size of each block is designated to 8*8, then the host image can be divided into blocks. After the operation, we can get small coefficient matrixes [10] .
(4) Selection of coefficients to embed the watermark. In order to reach the aim of robustness, we select coefficients that are relatively smaller after attacks of the image to embed secret information. Based on the analysis of a large amount of experimental data, we finally choose coefficient matrixes of the host image after 20% compression as the reference matrixes to achieve better performance. We choose the four least changed coefficients in each block to embed the watermark. Take the first block as an example. The host image we use here is a gray scale image . Set its coefficient matrix to B, and set the matrix after compression (20%) to . We can get the deference matrix as the following Table 1 shows: As Table 1 shows, coordinates of the four least values are (4,4) , (7,2) , (2,2) and (5,2) , respectively. The same operations are performed in each block. Later, four bits of the watermark will be embedded into the same pixel of the selected location in every small block. |Q(a1,b1)|<=|Q(a2,b2)|<=|Q(a3,b3)|<=|Q(a4,b4)| .
Here we use S to denote embedding intensity.
With the increase of the value of the four deference coefficients, their intensity is set to S , , separately. Specific operations are described as the following formula:
A* is watermark after pretreatment, B is a divided coefficient matrix.
Extracting process
With the inverse steps in the embedding process described above, we can get the extracted watermark with the correct key .It is just the same as the initial mark. Exact experimental data will be listed next. There is an important point we should pay more attention to; when it comes to the inverse-expansion stage, use the following formula to finally extract the watermark:
A is watermark after i-scrambling (inverse operation of the scrambling step), m and n are numbers of the initial watermark's row and rank.
When s>=3 , we set the extracted bit to 1, otherwise set it to 0. With four extracted pixels, we determine one pixel's value. In this way it is more effective to resist attacks such as geometry attack. The extracted watermark also has a larger precision.
Analysis of the proposed scheme
A very important parameter used to measure the performance of the watermarking algorithm is the NC -normalization coefficient. It is quite effective for measuring the similarity of the initial watermark and the extracted one.

, ( ) , ( ) , ( ' NC (10) W denotes the initial watermark and W' represents the extracted watermark. The visual effect of the obtained watermark increases as NC's increase.
Experimental results
We can get the stego image II after the above embedding steps. Results are shown in Figure 2 2-1 shows the initial watermark we intend to embed. 2-2 is the image after 2.1 (1) and (2) , it is the one we actually embedded. From comparison between 2-3 and 2-4, we can see that the stego image is so similar to the host image that they can hardly be differentiated from each other, which means that our scheme has a good performance in invisibility. As we calculated, the value of NC between the initial watermark and the extracted one is 1. This experiment sufficiently shows the efficiency of our method.
Robustness analysis
Various attacks are inevitable when the original secret information transfers from the transmitter to the receiver. Therefore, the performance of the method is dependant on the ability to resist attacks to a great degree, which refers to the robustness of the method. In the following analysis, the main attacks include cropping attack, graffiti attack, JPEG compressor attack and noise attacks. Extracted results are shown in Table 2 :
Cropping attack and graffiti attack
From the results shown in Table 2 we can see that our scheme does very well at resisting cropping and graffiti attacks with both host image Lena and host image girl .Though the stego image is cropped by a rather large part, NC of the extracted watermark with our scheme is 1or value close to 1.Thus this is an evident strong point of this algorithm. From Table 3 we can see it also does well at resisting Gaussian attack, salt and pepper attack and JPEG compression attack. From the comparison between the method proposed in [4] and our scheme as shown in Table 4 , it is clear our scheme is more effective; though it does do better in all respects, it is superior overall. to decrypt, the wrong results are obtained as shown in Figure 5 ; it is evident that its key space is lager enough to resist exhaustive attack. By a simple calculation, we can obtain the key space 
Noise attack and JPEG compression
Key space analysis
200 2  s .
Results for another host image
In this section, in order to further show the results, we will change the host image from Lena to Girl with the same size. The experimental results are shown in Figure 6 . The results for the same abovementioned attacks are illustrated in Figure 6 and Tables 5-9. 6-1 Host image girl 6-2 girl After watermark embedded 6-3 Extracted watermark 
Conclusions
The algorithm we proposed in this paper has a good performance in anti-attacks. In the preprocessing stage we do expansion of the watermark before its scrambling operations. After the scrambling step with the Sine system, a watermark similar to noise is generated. In the embedding procedure, an adaptive method which has a good performance is adopted to embed the watermark in the coefficients effectively. In the inverse pre-processing stage of the extracting procedure, we make good use of the expansion features. This results in better performance. As the experimental results show, our scheme is perfectly effective for resisting geometry attack. It also does well at resisting noise attack and JPEG compression attack.
